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This data protection schedule applies to all service
agreements, order forms and other terms and
conditions relating to the provision of Services from
Alef Education (referred to in this data protection

schedule as “the Contract”).
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The definitions given in the order form and applicable
services terms and conditions shall apply to this
Schedule. In the event of any conflict between the
Contract documentation, the following order of

precedence shall apply:
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a) the Order Form;

b) the Alef Education Data Protection Schedule; and
then

e) the applicable service standard terms and conditions.
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This data protection schedule should also be read
alongside:
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e Alef’s Approved Sub-processor List as amended,
updated or replaced from time to time which is
available on the Alef Education website at
https://alefeducation.com/legal-
files/approvedsub-processorlist.pdf; and
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e Alef Education’s Client Privacy Promise as
amended, updated or replaced from time to time
which is available on the Alef Education website at

www.alefeducation.com/privacy-promise.
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www.alefeducation.com/privacy-promise

1. Compliance with Data Protection Legislation
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1.1. The parties agree that the Customer is a
Controller and Alef Education is a Processor for
the purposes of processing Personal Data

pursuant to the Contract.
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1.2.

Alef Education shall process Personal Data under
the Contract for the purposes set out in the table
at the end of this data protection schedule (Data
Processing Activities).
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1.3.

Alef Education shall, in providing the Services,
comply with its Client Privacy Promise as
amended, replaced and/or updated from time to
time in accordance with the Client Privacy
Promise which is available at
https://alefeducation.com/privacy-promise.
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1.4.

The Customer shall at all times comply with all
Data Protection Legislation in connection with the
processing of Personal Data.
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1.5.

The Customer shall ensure all instructions given
by it to Alef Education in respect of Personal Data
(including the terms of the Contract) shall at all
times be in accordance with Data Protection
Legislation. Nothing in the Contract relieves the
Customer of any responsibilities or liabilities
under any Data Protection Legislation.
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1.6.

The Customer acknowledges that Alef Education
is reliant on the Customer for ensuring that the
Authorised Users and other relevant third parties
have been informed of, and have given their
consent to, such use, processing and transfer of
Personal Data as may be required by Data
Protection Law. Consequently, except to the
extent that Alef Education is in breach of its
express obligations under the Contract, Alef
Education will not be liable for any claim brought
by a third party with respect to its use, processing
and transfer of Customer Data in accordance with
the Contract, and the Customer shall fully
indemnify Alef Education against the same.

bl e aSLU Jpandl e detad @ulaald Call ol Juesndl 52, 6-1
de paadlse (e dguandl ol 6581 LI cpuetall preasradl
dllazy 08 ) gzl e Ly Lazellang azedd! gl olasiul
alazld Cali dys el gl asdl elidialy (JWlly . obild) Gl (53l
&l e At opadl pelanld Call oz ¥ ddall oz gy Aoms il Lol 501
deaadl bl plasials @lasy Lo mpls BLLT (6f Lady dlllas
sda e JolSIL eelaill Call Juaall (o3asg caiall B8y Llass Lazllan

FEAA(INY

1.7.

Alef Education shall process Personal Data in
compliance with the obligations placed on it
under Data Protection Legislation and the terms
of the Contract.
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_ _ colle addl 31,30 de g8l liasgailly laailly agally CaliSHlly

interest, penalties, costs, charges, expenses, .
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a full indemnity basis and in each case whether or . .
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not arising from any investigation by, or imposed -

by, a regulator) arising out of or in connection

with any breach by the Customer of its obligations

under the Contract.
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(and shall inform the Customer of that legal
requirement before processing, unless applicable
law prevents it doing so).
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which are not infringing.
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with  Alef Education’s

business requirements from time to

accordance

time; and
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order to provide the Services.
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unauthorised or unlawful destruction, loss,
alteration, disclosure or access.
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the latest back-up of such Customer Data
maintained by Alef Education (if any).
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5.1. The Customer authorises the appointment of the | Jle q@l] SLadl 5T cnmmyall e yall cnadlall cnenty Jeeadl 030 1-5
sub-processors listed or referred to on Alef https://alefeducation.com/legal- Lazll sl adse
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files/approvedsub-processorlist.pdf (" acaial ! oLl
(Approved Sub-Processors).

5.2. Alef Education may hire other sub-processors to | (o st sl cueyd cnmllas cagsgs ulasll aI¥ 59y 2-5

provide certain limited or ancillary services on its
behalf. Customer consents to this engagement.
The authorizations mentioned in sections 5.1 and
5.2 will constitute Customer’s prior written
consent to the subcontracting by Alef Education
of the processing of Customer Data if such
consent is required under the Data Protection
Law. Customer may object to Alef Education's
appointment of a sub-processor, provided such
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objection is based on reasonable data protection

grounds. In such event, Customer may suspend

or terminate the Agreement (without prejudice

to any fees incurred by Customer prior to

suspension or termination).
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5.3.

When Alef Education uses any Approved Sub-

Processors, Alef Education shall ensure that:
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5.3.1.

any agent, subcontractor or other third
party are subject to an enforceable
obligation of confidence with regards to
the Personal Data;
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5.3.2.

prior to the relevant Approved Sub-
Processor carrying out any processing
activities in respect of the Personal Data,
appoint each sub-processor under a
written contract containing materially
the same obligations as under this Data
Protection Schedule (including those
relating to sufficient guarantees to
implement appropriate technical and
that s
enforceable by Alef Education and

organisational measures)

ensure each such Approved Sub-
Processor complies with all such
obligations;

Blats Logd dzllas ala il ¥ wanall (£yall Hlall duaws L6 2-3-5
Oty 93Sa ddal (£58 wllae JS (el paden e dd! SLLAL
@ L) 1o Sliledl Glex 3mle § Lole (o gumill cilal AN yuss Ulad
Al pulanld bl Jpanl) 481801 @ blagall dalaal) ol UV cUs
Er2 s S Jlimel JasGs L dais pudatld al¥ Ses (@1 (Aaslaially

lelY sia apez) deiae

5.3.3.

remain fully liable to the Customer under
the Contract for all the acts and
omissions of each Approved Sub-

Processor as if they were its own; and
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5.3.4.

ensure that all persons authorised by
Alef Education or any Approved Sub-
Processor to process Personal Data are
subject to a binding written contractual
obligation to keep the Personal Data
confidential.
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Assistance
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6.1.

Alef Education shall (at the Customer’s cost),
assist the Customer in ensuring compliance with
its obligations under applicable Data Protection
Legislation taking into account the nature of the
processing and the information available to Alef
Education and taking into account the nature of
the processing, assist the Customer (at the
Customer’s cost) (by appropriate technical and
organisational measures), insofar as this is
possible, for the fulfiiment of the Customer’s
obligations to respond to from
their

applicable Data Protection Legislation in respect

requests

individuals’ exercising rights under

of any Personal Data.
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International transfers
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7.1.

The Customer acknowledges that Alef Education
may transfer or store the Personal Data outside
the country where the Customer and the
Authorised Users are located in order to carry out
the and Alef
obligations under the Contract. Alef Education

Services Education's other
shall only transfer or otherwise directly or
indirectly disclose Personal Data to countries
outside the country of origin of the Personal Data
providing that appropriate safeguards are in
place to the extent required by Data Protection

Legislation to protect the Personal Data.
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Audits and processing
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8.1.

Alef Education shall, to the extent required by
Data Protection Legislation, make available to the
information that is in its

Customer such

possession or control as is necessary to
demonstrate Alef Education’s compliance with

the obligations placed on it under the Contract
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and to demonstrate compliance with the
obligations on each party imposed under the
applicable Data Protection Legislation.

8.2

Alef Education shall allow for and contribute to
audits (at the Customer’s cost), including
inspections, by the Customer (or another auditor
mandated by the Customer) for this purpose
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Customer in writing on becoming aware of any ) i ) -
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Personal Data Breach in respect of any Personal - i
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notified to Alef Education for this purpose from

time to time.
10. Deletion/return glapl/ Bzl .10
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Education shall comply with the provisions of
section 12 of the Client Privacy Promise (Data
retention and requests for deletion).
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Summary of data processing activities

Gl dallae dadill o ga

Subject-matter | Please see section 3 of the Client deeadl Ao gins ueg (o 3 didl e LY (25 9294
of processing Privacy Promise (The data we collect i g Lidlas s PEUEREIRI) Leellall
about our clients and their end i
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delete the data in accordance with
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section 12 of the Client Privacy
Promise (Data retention and requests
for deletion).
Nature and Please see section 3 of the Client Jeontl Amgims ueg (0 3 il e oILYI 2y dzdlall dacd
purpose of the | Privacy Promise (The data we collect iy Lidles (o6 s Sbll) L iyl
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we use personal data).
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Personal Data Privacy Promise (The data we collect ooy Lidles (o6 ~ 31 L) A il
about our clients and their end
(onstd!
users).
Categories of Alef’s clients, teachers, students and 298 s Ldole CMatly talally call s Mae|  a1yd¥ &ulid
individuals parents.
Country to Please see section 10 of the Client Loyt deg (10 10 wid! e LY 2y NS [
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Personal Data | transfers). i i
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transferred to Anadeddl
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processors

the Alef Education website at
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